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1 Overview
1.1 Benefits

A Easy Backup of
1. Microsoft Exchange Server 2000 / 2003
Microsoft SQL Server 7.0 / 2000
Lotus Domino/Notes 5.0 or above
Oracle 8i or above
MySQL 3.2.4 or above
Windows System State
Outlook and Outlook Express (i.e. *.pst, *.dbx and *.wab)
Important personal settings, e.g. Desktop, Favorite, My Documents and History etc
Other common files (e.g. *.doc, *.xIs)

CoNOOR~WN

A Support backing up only changes within a file (using in-file delta technology)

A Support backing up of open files on Windows XP/2003 (Volume Shadow Copy)

A Support backing up of Windows NTFS access privileges, Linux access privileges and modes, Mac OS
X metadata and resource forks

A Easy to use, deploy and maintain

1.2 Features

A (New in 5.2) Full support of Microsoft Exchange individual email, contacts, calendars, tasks etc.

A (New in 5.2) Choosel ewhpeetrhneirs stioo nrseds tdourrei nmigf ir est or e.

A (New in 5.2) For fALocal Copyo backup, ability to cho
and skip the offsite backup.

A (New in 5.2) Lotus Notes/Domino agent for Linux.

A (New in 5.2) Auto Upgrade Agent to automatically upgrade the client software.

A User configurable incremental / differential in-file delta backup mode (i.e. backing up only changes
within a file since the last incremental or full backup according to each user& preference).

A Allow in-file delta backup mode to be overridden by each user individually according to backup time
(e.g. enforcing full (or incremental or differential) backup of all files every Sunday or the 1% day of every
month).

A Volume Shadow Copy backup (i.e. backing up files even when they are exclusively open, e.g.
Outlook.pst).

A In-File Delta backup (i.e. backing up only changes within files).

A Off-line backup mode and logout backup reminder.

A Customizable backup schedule allows backups to be scheduled at any time.

A Compress and encrypt data automatically before sending them to the server (server stores only
encrypted data).

A Increment backup strategy ensures that only new or updated files are sent to the backup server.

A Support both full backup (database backup) and incremental backup (transaction log backup) for
Microsoft SQL Server 7.0/2000, Microsoft Exchange Server 2000/2003, Lotus Domino/Notes 5.0 and
Oracle 8i or above.

A Can integrate with external ifOpen File Managero to p

A Access backup data anytime, anywhere by using a web browser.

A Comprehensive backup report lists all files backed up. Backup report delivered automatically via email.

A Backup data are CRC validated before they are stored on server.

A Fully user customizable data retention policy allows users to have access to deleted files using the
least possible storage space on the backup server.

A Can select source backup files easily by using a backup filter, e.g. selecting all *.doc and *.xls in your
computer in a single operation.

A Run any custom OS commands before/after a backup job.

A Run on Windows, Mac OS X, Linux, NetWare, Unix and all other platforms supporting a Java2

Runtime Environment.
Periodic backup files validation on backup server ensures backup files are 100% valid and fully
restorable when needed.

>
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1.3 Security

/} 128-hit point-to-point SSL communication between server and client

A Support HTTP/HTTPS Proxy and Socks v4/v5 firewall

A Data are 128-bit encrypted when stored on the backup server

A Choice of different encryption algorithms, e.g. Twofish, Triple DES, Advanced Encryption Standard
(AES)

A Choice of different encryption modes, e.g. Electronic Cook Book (ECB) and Cipher Block Chaining
(CBC)

A An random initializing vector, salt and iteration count will be generated by the software automatically

for each file when encrypting your data
Each backup user can restrict online access to his files to his pre-defined list of IP addresses

1.4 System Requirements

Server Software ( OBS)

A Operating System:
1.  Windows 2000 / XP / 2003 *
2. Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of Linux kernel
2.6.9-34 or above is recommended)
3.  Mac OS X 10.2 or above
4.  All other operating systems that supports Java2 Runtime Environment 1.4.1 or above
Memory: 128MB (minimum), 512MB (recommended)
Disk Space: 250MB
Network Protocol: TCP/IP (http/https)

> > >

* The use of Windows 2000 WorkStation and XP Professional is only recommended for backup system with less
than 20 users. For 20 or more users, please use Windows 2000 or 2003 Server instead.

Client Software ( OBM)

A Operating System:
1. Windows 95/98/ME /NT /2000 /XP /2003
2. Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of Linux kernel
2.6.9-34 or above is recommended)
Solaris 2.x or above
Mac OS X 10.2 or above
NetWare 5.1 or above
All other operating systems that supports Java2 Runtime Environment 1.3.1 or above
Memory 128MB (minimum), 256MB (recommended)
Disk Space: 100MB
Network Protocol: TCP/IP (http/https)

o0 s w

> > >

** Standard C++ libraries for backwards compatibility compiler (compat-libstdc++-x.x-y.y.y.y.i386.rpm) must be
installed if you are not using a Linux 2.2 kernel. These libraries are required to run all Java applications.

Network Data Services, Inc Page 7 of 126 (June 12, 2007)
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2

Installing OBM

Before you can start backing up data to the Offsite Backup Server , you need to install

(OBM) client onto your computer.

2.1 Installing OBM for Windows

1. Download the Online Backup Manager installer (obm -win.exe) from the

2. Double clicktheicontorun the installer
3. Follow on screen instructions.

4. After installation, OBM will star tautomatically.

Online Backup Services Management Console - Microsoft Internet

System Requirement

My Py
ny soLaris
Installation Guide - OBM - Windows Brint =

# Operating System : Windows 95/ 98 / ME/ NT / 2000/ XP [ 2003
® Memory : 128 Mbytes
® Disk Space : 100 Mbytes
» Network Protocol : TCP/IP (Http/Https)
s Additional Requirement:
O Windows 95 - Please download and install Windows Socket 2 Update for Windows 95

(wSSws2setup.exe)
o Windows NT / 2000 / XP / 2003 - Please make sure you have logged onto Windows

using an account with administrative privileges

Online Backup Manager - cbm-win.exe

Get Started

1. Download the setup file (obm-win.exe) above and run it
2. Follow the instructions on the installation wizard to complete installation

3. When finished, a new icon (OBM) will be installed to the system tray (near the clock)
automatically and OBM will be launched automatically.

4. (optional) Enter the backup server host name in the [Address] field and press the [Next]
button.

[

website.

the Online Backup Manager

Network Data Services, Inc Page 8 of 126
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2.2 Installing OBM for Mac OS X

1. Download the Online Backup Manager installer (obm -mac.zip)fromthe website.
2. Expand the zip file.

3. Double click the pkg file icon to run the installer.

4.  Follow on screen instructions.

5.  After installation, the installer will need to restart your computer

6. After restarting your computer, click the newly added OBM icon on your desktop. You can manually drag
the ico n to your dock bar if you wish.

Online Backup Services Management Console - Microsoft Internet

1.')‘ RULR
ay solLaris
Installation Guide - OBM - Mac 0S X Print =

System Requirement

Operating System : Mac 0S5 X v10.x
Memory : 128 Mbytes
Disk Space : 20 Mbytes
Network Protocol : TCP/IP (Http/Https)
Additional Requirement:
o Apple Java2 Standard Edition 1.3.x or above must be installed already

Online Backup Manager - cbm-mac.zip

Get Started i

1. Download the setup file (obm-mac.zip) above

2. Expand the archive and run the installation wizard [OBM] within the archive
3. Follow the instructions on the installation wizard to complete installation
4. Restart your Mac. Double click the desktop OBM icon to start.

5. (optional) Enter the backup server host name in the [Address] field and press the [Next]
button.

6. If you don't have a backup account, select [Trial Registration] and press the [Next] button j

Network Data Services, Inc Page 9 of 126 (June 12, 2007)
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2.3

1. Downloadthe Online Backup Manager tarball release (obm -linux .tar.gz ) from the website.

Installing OBM for Linux

2. Setthe OBM_HOME environment variable

# export OBM_HOME =/usr/local/obm

3. Expand the client software to $OBM_HOME

# mkdir $OBM_HOME
#tar i x 1 C$OBM_HOME -zvf obm -linux.tar.gz

4. Install OBM

# cd $OBM_HOME
# ./bin/install.sh

5.  Start Auto Upgrade Agent

# letc/init.d/auaobm start

6. Start backup scheduler

# letc/initd/obm  -scheduler start

7. Setthe DISPLAY environment variable

# export DISPLAY= |IP_ADDRESS_OF XTERMINAL [:0.0]

8. Run OBM

# sh $OBM_HOME/bin/BackupManager.sh &

“} online Backup Services Management Console - Microsoft Internet Explore ] B

I“j . My
Ay ‘A 14 N sotaris
Installation Guide - OBM - Linux Print

System Requirement

Operating System : Linux Kernel 2.2 or above (e.g. Redhat 6.0 or above)

Memory : 128 Mbytes

Disk Space : 100 Mbytes

MNetwork Protocol : TCP/IP (Http/Https)

Additional Requirement:

0 The Standard C++ libraries for backwards compatibility compiler {compat-libstdc++-

XX-Y.y.Y.Y.i386.rpm) are required to run Online Backup Manager correctly. If it is not
installed already, please download and install this library from your Linux vendor.

-

Online Backup Manager - cbm-linux.tar.gz

1. Download the setup file (obm-linux.tar.gz) above

2. Set the OBM_HOME environment variable (directory to where Online Backup Manager is to
be installed)

export OBM_HOME=/usr/local/obm
3. Unpack the install file to OBM_HOME

mkdir $0BM_HOME LI

tar e EOEM HOME wuf mbee i foe ae
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2.4

Installing OBM for Netware

Download the Online Backup Manager
Expand the zip file to SYS:\OBM

Install OBM

SYS:\> SYS:\OBM\aua\bin\install -aua.ncf

Start Auto Upgrade Agent

SYS:\> SYS:\OBM\aua\bin\startup.ncf

Start backup scheduler

SYS:\> SYS:\OBM\bin\Scheduler.ncf

Run OBM

SYS:\> SYS:\OBM\bin\BackupManager.ncf

3 Online Backup Services Management Console - Microsoft Internet Explore:

Select your Operating System

04 4

zip release (obm -netware .zip) fromthe website.

=101 x|

Ay

soLaris

Get Started

1.
2

3.

Installation Guide - OBM - NetWare

System Requirement

Print =

Operating System : Novell NetWare 5.1 or above
Memory : 128 Mbytes
Disk Space : 100 Mbytes
Network Protocol : TCP/IP (Http/Https)
Additional Requirement:
o Mowvell 7vM 1.3.x or above for NetWare must be installed already

Online Backup Manager - cbm-netware.zip

Download the setup file {obm-netware.zip) above
Expand the zip file to SYS:\OBM
Install OBM

SYS:\OBM\aua\bin\install-aua.ncf

4. Start Auto Upgrade Agent

SYS:\OBM\aua\bin\startup.ncf

Network Data Services, Inc
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2.5

Installing OBM for Sun Solaris

1. Download the Online Backup Manager
2. Setthe OBM_HOME environment variable
# export OBM_HOME=/ust/local/lobm ; export OBM_HOME
3. Set the JAVA_HOME environment variable to the directory where J2
1.4.x has been installed
# export JAVA_HOME=/usr/ javalj2rel.4.x; export JAVA_HOME
4. Expand the client software to $OBM_HOME
# mkdir $OBM_HOME
# cd $OBM_HOME
# gunzip -c obm -solaris .tar.gz |tar i xf -
5. Install OBM
# ./bin/install.sh
6. Start Auto Upgrade Agent
# /etc/init.d/auaocbm start
7. Start backup scheduler
# letclinit.d/obm  -scheduler start
8. Setthe DISPLAY environment variable
# export DISPLAY= IP_ADDRESS_OF XTERMINAL [:0.0]
9. Run OBM

# sh $OBM_HOME/bin/BackupManager.s h &

=101

43 online Backup Services Management Console - Microsoft Internet Explore

| Select your Operating System

L..). 3 ‘\.u,’
) ‘4 .& N solaris
Installation Guide - OBM - Solaris Print =

System Requirement

# Operating System : Sun Solaris 2.5 or above
* Memory @ 128 Mbytes

+ Disk Space : 100 Mbytes

» Network Protocol : TCP/IP (Http/Https)

Online Backup M

- obm-solaris.tar.gz

Get Started - X Window Mode

1. Download the setup file (obm-=olaris.tar.gz) above

2, Set the OBM_HOME environment wariable (directory to where Online Backup Manager is to
be installed)

export OBM_HOME=/usr/local/obm

3. Setthe JAVA_HOME environment variable (directory where 125E Java Runtime Environment
(JRE) 1.4.% has been installed)

JaVA_HOME=/usr/java/jZrel.4.; export JAVA_HOME

Unpack the install file to OBM_HOME

tarball release (obm -solaris .tar.gz ) fromthe website.

SE Java Runtime Environment (JRE)
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3

Uninstalling OBM

This section describes the steps required to uninstall OBM from your computer.
3.1 Uninstalling OBM for Windows
1. Open[Start] ->[Control Panel] -> [Add/Remove Programs]
2. Select [OBM] from the list and press the [Remove] button
3.2 Uninstalling OBM for Mac OS X
1. Remov e all program files by running
# cd $OBM_HOME/bin
# sudo ./ uninstall.sh
2. Remove all backup setting by removing ~/.obm
#rm 1 rf~/.obm
3.  Restart your computer
3.3 Uninstalling OBM for Linux
1. Change user to Arooto or equivalent
2. Remove all program files by running
# cd $OBM_HOME/bin
# .luninstall.sh
3. Remove all backup setting by removing ~/.obm
# rm 1 rf~/.obm
3.4 Uninstalling OBM for Netware
1. Stop the running backup scheduler by running
SYS:\>touch SYS: \OBM\ipc\Scheduler \stop
2. Stop the running auto upgrade agent by running
SYS:\> SYS: \OBM\aua\bin\shutdown.ncf
3. Remove all program files by removing the directory SYS:\0OBM
4. Remove all backup settings by removing the directory SYS:\.0OBM
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3.5 Uninstalling OBM for Solaris

1. Change wuser touvalenboto or eq

2. Setthe OBM_HOME environment variable

# export OBM_HOME =/ust/local/obm; export OBM_HOME

3. Set the JAVA_HOME environment variable to the directory where J2SE Java Runtime Environment (JRE)
1.4.x has been installed

# export JAVA _HOME=/usr/javal/ji2rel  .4.x; export JAVA_HOME

4. Remove all program files by running

# cd $OBM_HOME/bin
# .Juninstall.sh

5. Remove all backup setting by removing ~/.obm

# rm 1 rf ~/.obm

Network Data Services, Inc Page 14 of 126 (June 12, 2007)



Y Offsite Backup Server v5.2

ATA SERVICES Userb6 s G

committed to the success of your business

4

Using OBM

This chapter will describe all the features available in  OBM and outline how you can use OBM to meet various
backup needs.

4.1 System Tray Launcher (Windows Only)

After you have successfully installed OBM onto your computer, an OBM icon will be added to the system tray area
(next to your system clock) automatically.

Backup 4

Backup and Logoff 4

Backup and Eestart 4

Backup and Shutdown  *

Help

Stop Eunndng Backnp  »

Exit —

£S5 14:46

This icon is the entry point to OBM. Right clicking the icon will show a menu that provides the following functions:

Menu Item What it does

Open Run OBM.

Backup Runs a specific backup set (or all backup sets) chosen from the sub -
menu in silent background mode.

Backup and Logoff Runs a specific backup set (or all backup sets) chosen from the sub -
menu in silent background mode and then logoff from Windows  when
finished.

Backup and Restart Runs a specific backup set (or all backup sets) chosen from the sub -
menu in silent background mode and restart Windows  when finished.

Backup and Shutdown Run's a specific backup set (or all backup sets) chosen from the sub -
menu in silent background mode and shutdownth e computer when
finished.

Help Show s a help dialog

Stop running backup Interrupt s a running backup set (or all backup sets) chosen from the
sub-menu.

Exit Close this system tray launcher application

4.2 Logon Dialog

Before you can use  OBM, you have to be authenticated by the Offsite Backup Server  first. The logon dialog shown
below will check if you have the right to access OBM by submitting the username and password you provided to
the backup server.
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Lt Online Backup Manager Loga

=101 ]

\; Login Mame: Idemo
“ passward: I"*”

v Save passward

rLanguage

English

~Backup Server

* hitp " hitps

Address: mw.backup-pruvider.cum|

~Proxy Setting

 Proxy = Socks

&+ MNone

Froxy Address: I

Bort: I

Wser Harme: I

Fasswar I

Ok | Cancel

Options ==

|Please logan to Online Backup Manager.

For secure communication,

you can choose to communicate with

Layer) by selecting the [https] option.

The [Address] field

shows the Offsite Backup Server

password. You can use either a res

192.168.1.1).

If the Offsite Backup Server

https respectively), you can append a semi

[Address] field (e.g.
(port 8080 in this case)

olvable host name (e.g. backup.your

Offsite Backup Server

in SSL (Secure Socket

to which  OBM will connect to authenticate your username and
-domain.com) or an IP address (e.g.

is not accepting connection from the standard ports (Port 80 and 443 for http and

-col on

If you need to connect to the server through proxy, just enter your proxy set
For [SOCKS] proxy, both v4 and v5 without user authentication are supported.

4.3 Language Selection

You can switch the language of the

[Language ] drop d own list. The languages available
Norwegian, Finnish, Italian,

Portuguese, Icelandic,

Japanese , Lithuanian and Slovenian.

OBM user interface by choosing the desired language available
include s English, Czech, Danish, Dutch, French, Spanish,
German, Swedish, Chinese (Traditional and Simplified),

fi :tlle castord port number to the host name of the
www .backup -provider .com:8080) to connect to the server using the custom port number

ting in the [Proxy Setting] section.

from the
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.1 Online Backup Manager Loga

=100

C\r Login Marme: Idemo
18

“ Password: I“*”

vV Save passward

rLanguage

[English
Engli
MEesky
Dansk
Deutsch
Esparfiol
_[Suami
Frangais
islenska

Frozy Address: I

Bort: I

User Marme: I

Faseward |

Ok | Cancel | Cptions ==

|Please logon to Online Backup Manager.

4.4 User Profile

After the backup server authenticates you successfully, the OBM main window appears. You can then use

update your user profile.

~inix

Backup Set Backup Restore Tools View Help

IH save setiing | Start Backun [l Stop Backup |

o> Backup Controller

2

E—-:". User Profile

=3 User Prafile

EH) FileBackupSet1
i Backup Source
S Backup Schedule
4 Backup Filter
—E] Command Line Taal
] setting

(g Encryption

—ﬁ[ Retention Palicy
—%Extra Backup
—{/ In-File Delta

—éLocal Copy

rUser Infarmation
Login Mame: demo
Password: A Change

Display Mame: Demanstration Account Change

rAccount Infarmation
Quota: a0M
Time Zone: |GMT+08:00 (HKT) 7|

rContact

Idemo@your—company.com LI

Contact Mame: Demaonstration Account
Email Address: demo@your-company.com

Add Remove

| &> Backup I %)) Restore| & L0g|

|We|come to Online Backup Managet!

[Quota (Remaining / Totaly: 50M f 50M [Last Backup: -

You can perform the following update to your user profile.

To change your [Password], press the [Change] button next to

appear. Enter your original password and new password into the text field of this dialog and press [OK].

OBM to

the password field. A Change Password dialog will

Network Data Services, Inc
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0ld Paspeord:

Hew Password: I

Confirm Hew Password:
QK | Cancel |

To change your [Display Name], press the [Change] button next to the display name field. A Chang e Display
Name dialog will appear. Enter the new display name and press [OK].

Warne x|

Display Mame; |Dem0 Account

oK | [ |

To change your [Time Zone], just select your time zone from the drop down list next to the time zone entry.

To add a new contact email to this account, press the [Add] butto n in the [Contact] section. A [Add New Contact]
dialog will appear. Enter a name and an email address in the text field provided and then press the [OK] button.

Contact Mame: I

Email Address: I
04 | Cancel |

To remove a contact email, select the email that is to be removed from the email list and pr ess the [Remove]
button. Press [OK] to confirm the removal.

To update a contact email, select the email that is to be updated from the email list and press the [Properties]
button. A [Update Contact Property] dialog will appear. After you have made the cha nges that you want, press
the [OK] button.

com Properties x|

Contact Marne: IDemD Accnunﬂ

Email Address: Idemu@yuur—cnmpany.cnm

0K | - |

4.5 Backup Logs

All backup activities are logged to backup activity log files. They are available for reviewing from OBM.

How to review backup activities?

You can review all your backup Jobs by
1. Selectthe [Log ] tab available at the bottom of OBM

2. Select the Backup Job you want to review on the [Log Controller] panel
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n Online Backup Manager

Backup Set Backup Restore Tools View Help

=10l x|

|| gave setting |

[g] Log Contraller

Log Table (2007-01-15-21-00-01 log)

Page: [1/1 =]

EH @) FileBackupSet-1

Tyne I Log

Time

2007-01-15-18-28-34 log:
2007-01-15-17-30-40 Iog
2007-01-15-17-20-43 Iog

| 1+

Start [Windows XP (solomon), OBM 5.2.1.0]

Start running pre-cormmands

Finished running pre-commands

Starting to create Shadow Copy Set ..

Shadow Copy Set created successiully

Downloading serverfile list...

Reading backup source fromm hard disk.

Reading backup source from hard disk.. Completed

[Local Copy] Start running local backup

[Local Copy] Reading local backup files from hard disk
Downloading server file list... Completed

[Local Copy] Reading local backup files from hard disk... Com...
[Local Copy] Getting all files which have been added... Comple

[Local Copy] Getting all files which have been deleted... Compl..
[Local Copy] Getting all flles which have been moved... Comple
[Local Copy] Total Mew Files =0

[Local Copy] Total Updated Files=0

[Local Copy] Total Update File Permission=10

[Local Copy] Tatal Deleted Files = 1

[Local Copy] Total Moved Files =0

[Local Copy] [Deleted File] Deleting "CiLocalBackupll 168848,

Fend "o d Fiin b i [E.

m -
Show: [All ~| Logs perpage: ISDD 'I

[Local Copyl Getting all files which have heen updated... Comp...

[2007/01715 21:00:01]
[2007/1/M15 21:00:02]
[2007/01/16 21:00:02]
[2007/01715 21:00:02]
[2007/01715 21:00:05]
[2007/01M5 21:00:06]
[2007/01/15 21:00:07]
[2007/01715 21:00:03]
[2007/0115 21:00:08]
[2007/01/15 21:00:08]
[2007/01715 21:00:03]
[2007/0115 21:00:08]
[2007/017146 21:00:08]
[2007/01715 21:00:08]
[2007/@1M15 21:00:08]
[2007/017146 21:00:08]
[2007/01715 21:00:09]
[2007/@115 21:00:09]
[2007/01/16 21:00:09]
[2007/01715 21:00:09]
[2007/01715 21:00:09]
[2007/01M5 21:00:09]

FARATAA A S A4 Aen

1

&l

(o Backup| &) Restore & ngl

|Backup Completed Successfully

|Quma (Rermaining f Totaly: 9.863 110G |Last Backup: 2007-01-15 21:00
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5 Setting Up Backup Sets

A backup set contains all backup settings of a backup operation. This section will describe all features available
within a backup set and explain how you can use each of them to achieve various tasks.

Each backup account can have multiple backup sets. Each backup set is an individual and independent  entity . For
example, if you want one directory to be backed up during the da y and another directory to be backed up during

the night, you can create two backup sets, each with a different backup schedule and bac kup source, to serve this
need.

To create a new backup set , simply click [Backup Set] -> [New] and choose abackupsetty pe. For exampl e,
create a fAFile Backup iSehapter. f or the rest of th

Ll

Backup Set Backup Restore Tools Wiew Help
| @) File Backup Set

[ARemove [ Systern State Backup Set

=] save setting |4 Lotus Backup Set
[ Exit |4 M5 Exchange Backup Set
T ackup 5o | MS Exchange Mail Level Backup Set
Backup S.c ,0 M3 SAL Server Backup Set Change
Backup Fill (0 yoeal Backup Set —
Command onAccount  Change
] setiing |&) Oracle Database Backup Set —_—

-i: Enenyption ~Account Infarmation
fif Retention Palicy

| Extra Backup Guota: 100G
#x In-File Delta Time Zone: [GMT+08:00 (HKT) =

Local Copy

Contact

Idemu@yuur—cumpany.cum LI

Caontact Mame: Demonstration Account
Email Address: demo@your-company.com

Add Rermaove Propetties |

| o Backup | € Restore| (@ Log |

|Elackup Completed Successfully |Quota (Remaining f Total): 9.86G [ 100G |Last Backup: 2007-01-15 21:00

5.1 Backup Set Type

A backup set can be of one of the following types:

Backup Type Description

File Backup set type to backup common files/directories

Microsoft SQL Server Backup set type to backup Microsoft SQL Server 7.0/2000

Oracle Database Server Backup set type to backup Oracle 8i/9i database

Lotus Domino/Notes Backup set type to backup Lotus Domino/Notes

Microsoft Exchange Server Backup set type to backup Microsoft Exchange Server 2000 /2003
MySQL Backup set type to backup MySQL Server

System State Backup set type to backup Mi crosoft Windowbs Sy
Microsoft Exchange Mail Backup set type to backup individual emails, contacts, calendars,

(MAPI) tasks etceteras from Microsoft Exchange Server 2000 /2003

Backup set type is defined at backup set creation and cannot be modified. If you want to change the backup set
type, you have to create another backup set in the new backup set type
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5.2 Backup Source

A fi Bckup Source 0 defines the files/directories that are to be included in a backup set. There are two types of

backup source: Selected and Deselected. Selected backup source defines files/directories that are to be included
in a backup set while deselected backup source defines files/directories that are to be excluded from a backup set.

Online Backup Manager will generate appropriate backup source setting for you automatically when you make

your backup source se lectionon OBM.

Pl ease note that for Windows operating systems, if the fAHide prof
enabled for the file explorer, system folders/files will not be shown in the backup source. By selecting the parent

folders how ever, all subfolders (including system folders/files) will be included in the backup set. Thus if you want

to exclude system folders (e.g. recycle bin) from the backup, please select the desired folders/files directly rather

than selecting the parent folde r. Alternatively, you can enter the corresponding system path to the [Exclude List]

of the backup set using the web interface.

From the [Standard] node available at the top of the [Backup Source] tree, you can easily select the following
common foldersto  be backed up:

1. fiMy Documents 0 folder
2. fiOutlook 6 and fOutlook Express 0 mail store folder
3. fiFavorites 0 folder

4. fiDesktop o folder

From the [Options] node available below the [Standard] node, you can easily select other common folders to be

backed up as well. They include the fApplication Data 0 folder, the fiStart Menu o folder, the fiTemplates o folder, the
fiAll Users 6 Documents 0 folder, the fiTemporary Internet Files 0 folder, the fiCookies 0 folder, the fiFonto folder, the
fiHistory o folder, the fApplications Data o0 folder, the fiNethood 0 folder, the fPrinthood o folder, the fRecent o folder
and the fiSend to o folder.

£ Online Backup Manager =] B3
Backup Set Backup Restore Tools Wiew Help
|5 save setting | P> Start 2ackup Il Stop Backup |

o) Backup Contraller  (#¢ |17 Backup Source (FileBackupSet1) (2]

=2 User Prafile A 5 Standard
.D Wy Documents (C\Documents and Settingsjohn smithiMy Documents)

S LS] Outlook Express
Backup Schedule ¢ Favorites

Backup Filter [A[E Desktop
Command Ling T g:l]@omions

1 setting = i My Computer

& Encryption 1.5 3% Floppy (A3

i Retention Policy [ = Lacal Disk {C3)
5] Extra Backup [ <e Local Disk (D7)
i In-File Delta .
Local Capy

155 DYD-RW Drive (G2
[11E& My Sharing Folders
=% My Netwark Places
1=+ (@l Entire Matwork
i’ Micrasoft Terminal Services

3 Microsofl Windows Network
9 b Client Metwork

Log Table (FileBackupSet-1)
Type | Log Time

I [E— |
& Backup | ¥ Restore | @ Log |
[wyaiting for other Backup Jak finizh |Quota (Rermaining f Total) 10G /106 |Last Backup: -
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The checkbox next to the files/directories shown above can be in one of the following mode:

Mode | Description

[+ | Al files/directories (recursively) under this directory will be backed up

[¥ | All files/directories (recursively), except those explicitly excluded, under this directory will
be backed up. If you add files/directories to this directory in the future, they will be
backed up as well.

[T | Only the checked files/directories under this directory will be backed up. If you add
files/directories to this directory in the f uture, they will NOT be backed up.

O Nothing under this directory will be backed up.

5.3 Mapped Network Drive

If you need to backup a mapped network
must enter your Window

drive on Windows (it will only work in Windows NT/2000/XP/2003), you
& domain, username and password into the [Network Resources Authentication for

Windows] section as shown below. It is required because scheduled backups will always run under the context of

Window & fiLocal System 0 account (which does not have the privilege

s required to access network resources) by

default. OBM need s to collect your Windows username, password and domain name to authenticate itself to the

windows domain controller to acquire the required access privileges to the network files to be backed up.
don @ supply a username and password, OBM will have problem
backup Jobs.

If you need to backup network mapped drive in scheduled backup, please do this:
ss the [Properties] button

i Select the backup set from the left panel and pre

B[=IE]

Backup Set Backup Restore Tools View Help

JEJ Save Setting |b Start Backup ! Stop Backup |

‘e Backup Contraller [ || Backup Set- FileBackupSet1

2 User
E“I 3

{5 Backup Source
{& Backup Schedule
Backup Filter

=1 Command Line Tool

~Backup Set

Mame: FileBackupSet-1
{[n} 1168848353906
Type:  File Backup

Metwork Resaurces Authentication for Windows

1 sietting Domain
e Encryption Uger Mame
fif Retention Falicy Pasgword:

=] Extra Backup
= In-File Delta
Local Copy

Properties

[V Run scheduled backup on this computer

ﬂ Log Tahle (FileBackupSet-1)
Typel

Loy Time

'v.'b Backup | € Restore | (&) Log |

[Backup Completed Successiully [Quata (Remaining  Total): 10G /106 [Last Backup: 2007-01-15 17:20

If you

s accessing network resources in its scheduled

ii. Enter your Windows domain, username and password into the dialog shown below

and press [OK]

Network Data Services, Inc Page 22 of 126

(June 12, 2007)



(g

( BRAA IV Offsite Backup Server v5.2

: ) Userb s G
committed to the success of your business

:t-1 Properties x|

Mame: |F|IeElackupSet-1

Type: File Backup

Network Resources Authentication for Wind o

Domain: |Wind0ws-d0main

User Mame: Idemo-user

Passward: IM

OK | Cancel

iii.  Press the [Save Setting] button on the toolbar

The steps above apply only to computers running in a Windows domain. If you don @ have a windows domain with

your network and you are using a workgroup or using a Net Wauose 0 commanceto |, pl eas
authenticate the running backup process against the computer hosting the mapped drive. Otherwise, you will get

fiAccess De nied 0 error from the backup report.

For example, i fyou wantto backup  \\SERVER\SHARE that is located on a NetWare server (or another computer in
a windows workgroup) and you are getting "Network drive is not accessible" error message, please try adding th e
following command as a [Pre  -backup command]

net use \\SERVER\SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME] \[USERNAME]
E.g.

Add new Pre-backup Command Line Tool x|

Marme: IPre-backup Command-1

Cammand: |netuse Netware\Data oassword JUSER:peter

Warking Directory:l Browse |
Ok Cancel |

Enter one of the following commands directly into the Pre -Backup Command:

netuse \\Netware \Data password /USER: peter
netuse \\WorkgroupComputerl \Data password /USER: WorkgroupComputerl \peter

This will authenticate the current process with the NetWare server (or another computer in a windows workgroup)
and backup will then run correctly.
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5.4 Backup Schedule

A fi Bckup Schedule 0 define s the frequency and the time that backup s should run automatically.

Backup schedule can be in one of the following types:

Type Description

Daily Backup Jobs will run everyday
Weekly Backup Jobs will run on the specified day(s) of every week

Monthly | Backup Jobs will run on the specified day or on a day with a given criteria (e.g. first
weekend, last weekday) of every month

Custom | Backup job will run once on any particular date

For each schedule type above, backup will run at the scheduled time for a maximum of the duration specified (or
until all data are backed up if [Stop on backup completion] option is chosen). If a backup job does not finish
within the maximum duration specified, it will be interrupted.

Please note that you can have more than on e schedule within a backup set. For example, you can have a daily
backup schedule that runs at 13:00 at noon and another daily backup schedule that runs at 00:00 at midnight.

The combination of these schedules effectively creates a backup schedule that run s daily at 00: 00 and 13:00
everyday.

5.5 Backup Filter

A fi Bckup Filter 0 defines the file selection rules that allow user to easily include/exclude files into/from the backup
set by applying user defined criteria(s) to the file names or directory names.

There are some basic r ules regarding backup filters:

i Filters are checked in creation order. Once inclusion/exclusion has been identified, the remaining
filters won't be checked.

ii. Inclusion/Exclusion made by filter always take s precedence over backup source select ions

iii. If all filters do not apply to a particular file, this file is then checked for inclusion/exclusion backup
source selections
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